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Wireless Network Connection 6 10l =]
File Edit Wew Go Capture Analyze Statistics Telephony Wireless Tools Help
[amd o] RE(|R &= sSEleaan
[ |udp.stream eq7 tﬁ '] Expressian... | +
Mo, | Tirne | Source | Destination | Protocal | Length | Info |
= 52 -255.819922 192.168.435. 28 sl e R LD F2B 2627 + 2726 Len=685
175 -238.416593 192.168. 255 E55 LDP 2627
- ] 255.255.2 LIDP —+
247 -220.3291@1 192.168.435. 28 255,255,255, 255 LDP F2F 2627 + 2726 Le &5
2FF -210.499785 192.1668.45. 2@ 20525555255 LDP F2F 2627 + 2726 Len=685
387 -18@.072537 192.168.435. 28 255072550 255.7255 LD F2F 2627 + 2726 Len=685
5@l -142.315867 192.168.43. 2@ 255 e s sa0E0R LoP F2IF 2B2F + 2F26 Len=685
S28 -134, 45278 192.1668.435. 2@ #55.2550355. 255 LDP F2F 2627 + 2726 Len=685
= 759 -32.343852 192.168.43. 28 s e Rl LDP F2F 2627 + 2726 Len=685

Frame 22@: 727 bytes on wire (5816 bits), 727 bytes captured (5816 bits) on interface @
Ethernet II, Src: 7a:88:2b:@3:92:50 (7a:88:2b:@3:92:5@), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Wersion 4, Src: 192.168.43.2@, Dst: 255.255.255.255

User Datagram Protecel, Src Port: 2627, Dst Port: 2726

Data (685 bytes)

~-Data: 2088d@2ab2998catd2@R0000084dEl506ed36d6A3ddcaTES. . .

= [Length: 685]

oaza ff ff Ba 43 @a a6
aza
aa4a
oasa
2asa
oara
2esa
2asa
2aaa
2eba
2aca
eada
2eea
eafa
alaa
2118
alza
alza

incme
;bootpr

|P addresses?

ndn i ERY?

2|

C] 7 Data {data.data}, 685 bytes

|| Packets: 795 - Displayed: 9 (1.1%)

|| Profile: Default Y
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mart vacuum cleaner network trace

£ Wireshark - Follow UDP Stream (udp.stream eq 7) - wireshark_F2FF2F29-CC3C-459D-A107-4558050031C3_2018! B ] B |

i

-~

Wires

i MainCmd=LocalData;bootproto=dhop;dns@=192.168.43. 254 ;dns1=192. 168. 2. 1 ;netmask=255. 255. 255. @;netwet=192. 168.43. 254 juserType=323 ; statu
5= 2 ver=512;index=0;lanport=5@08;wannetable=0;errorcod=-2 ;Enables0=0;MoveRec=1 ;0utMoveRec=0; AutoRec=1; L oopllrite=1;5plite=58;81151ire=0;Havelse=0;L
eftiize=0;sdAudichux=0;50RecQl=2;devid=15Ua01968 ;pchost=camp2p. jisiwel. com;Psw=162160155465@908817] ;allAttribute=d6:isopenl : 19:bootprotod :dhepld:
wifistatusl:12:Ipl3:192.168.43. 207 inetmaskl3:255, 255,255, @6:netwetld:192,168.43. 2544 :1dns@14:192, 168,43, 2544 :dns111:192. 168, 2. 17 :wifisidsimy pc_ap
gisafetyped:autol2:wifipasswords MMM

9:encrytyped:auto?inifidev]l :le;Prot=5000;MacIP=00:15:24:19:(6:68;. .. .. ......s MainCmd=LecalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192, 168, 2
.1;netmask=255. 255, 255, @;netwet=192. 168,43, 254 juserType=323 jstatus=2;ver=512 ;index=0; lanport=5088; wannctable=2; errorcod=3 ;EnablesD=2 ; MoveRec=1 ;C0u
thoveRec=0;AutoRec=1;Looplrite=1;5plite=-5@;Al151ze=0;Havelse=0;Left ize-0; sdAudioMux=0;50ReclC=8; devid=15U@R1 968 ;pchost=camp2p. jisiwei. com;Psu=16
2168155469090581 71 ;allAttributesdG:isopenl :19:bootprotod idhepl@iwifistatusl:12:Ipl3:192. 168,43, 207 :netmask13: 255, 255. 255. @6 netuet14:192. 168.43. 2
544 :dns@14:192. 166,43, 2544 :dns111:192. 168, 2. 17 :wifisida:my_pc apB:isafetyped:autol? iwifipassuords ;MMM

Srencrytypedauto?iwifidevl ile;Prot=5000;MacIP=00:15::24 19 :Ca68; . .. L u e Mainimd=LecalData;bootproto=dhcp;dns@=152.168.43. 254 ;dns1=192.168. 2
.1;netmask=255.255. 255, @;netwet=192,168.43. 254 juserType=323 jstatus=2;ver=512 ;index=0;lanport=5008;wannstable=0; errorcod=3 ;EnablesD=2 ; MoveRec=1 ;0u
thoveRec=0;Autofec=1;Looplrite=1;5plite=5@;Al151ize=0;Havelse=0;Leftize=0;sdAudioMux=08;5DRecl(=0; devid=15UB81968 ;pchost=camp2p. jisiwei. com;Psu=14
2160155469a90558171 ; allAttribute=d6:isopenl :19:bootprotod idhepl@:wifistatusl:12:Ipl3:192. 168,45, 287 :netmaskl3:255. 255, 255. 86 netwet14:192, 168,43, 2
544 :dns@14:192. 168.43. 2544 :dns111:192,168. 2. 17 :wifisid8:my_pc_apB:safetyped:autoll iwifipasswords ;MMM

S:encrytypediauto?iwifidevl ile;Prot=5000;MacIP=00:15:24 :19:CA:60;. .. ... ... MainCmd=LocalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192, 168. 2
.1;netmask=255. 255, 255, @;netwet=192, 168,43, 254 juserType=323 jstatus=2;ver=512 ;index=0; lanport=5288;wannctable=8; errorcod=3 ;EnablesD=2; HoveRec=1 ;0u
thoveRec=0;AutoRec=1;Looplrite=1;5plite=5@;Al151ze=0;Havelse=0;Leftiize-0;sdAudioMux=0;50ReclC=8; devid=15UBR1 968 ;pchost=camp2p. jisiwei. com;Psw=1%
2168155469290581 71 ;allAttributesda:isopenl :19:bootprotod idhepl@iwifistatusl:12:Ipl3:192. 168,43, 207 inetmaskl3 1 255. 255, 255. @6 netuet14:192. 168.43. 2
544 :dns@14:192. 168,43, 2544 :dns111:192, 168, 2. 17 nifisida imy_pec_apB:safetypediautoliwifipasswords (MMM

S:encrytypediauto?iwifidevl ile;Prot=5000;MacIP=00:15:24:19:(6:68;. .. % .. ... Mainlmd=LeocalData;bootproto=dhcp;dns@=152.168.43. 254 ;dns1=192.168. 2
.1;netmask=255. 255,255, @;netwet=192, 168,43, 254 juserType=323 jstatus=2;ver=512;index=0; lanport=50@@;wannstable=8; errorcod=3;EnablesD=@;; HoveRec=1 ;0u
thoveRec=0;AutoRec=1;Looplrite=1;5plite=5@;Al151ize=0;Havelse=0;Leftize=0;sdAudi oMux=8; 5DReclC=0; devid=]15U@R1 968 ;pchost=camp2p. jisiwei. com;Psu=16
2160155469290558171 ; allAttribute=d6:isopenl :19:bootprotod tdhepl@:wifistatusl:12:Ipl3:192. 168,45, 207 :netmaskl3:255. 255, 255, @86 netwet14:192, 168,43, 2
544:dns@14:192. 168.43. 2544 :dns111:192,168. 2. 17 :wifisid8:my_pc_apB:safetyped:autol? iwifipasswords ;MMM

9:encrytyped:auto?inifidevlile;Prot=5000;MacIP=0@:15:24:19:C(6:68;. .. ¥t vivuans Mainimd=LocalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192,. 168, 2
.1;netmask=255.255. 255, @;netwet=192.168.43. 254 juserType=323 jstatus=2;ver=512;index=0; lanport=5282;wannctable=2; errorcod=3 ;Enablesb=2;; MoveRec=1 ;0u
tHoveRec=8: AutoRec=1:Loopkrite=1:5plite=5@:A1151ze=0;Havellse=0; L eftoize=0; sdAudloMux=0;50RecQC=0; devid=150@B81968 ;pchost=camp2p. jisiwel. com; Psu=16

thootprotod idhepl@iwifistatus1:12:Ipl3:192.168.43. 207 :netmask13:255. 255. 255. @6 netuet14:192. 168.43. 2

‘i? "t‘ Frwifisid8:my_pc_ap8:safetyped:autol?:iwifipasswords i
narkiR i UDPYiiL

P=00:15:24:19:CA:ah;. .. " W . s Mainimd=LecalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192.168. 2
|.1;netma5k=255.255.255.B;netwet=192.168.43.254;u5erType=323;5tatus=2;ver=512;index=@;lanport=5@@@;wannetable=@;errorcod=3;EnableSD=@;MoveRec=1;Ou

-

tMoveRec=0; futoRec=1;Looplrite=1;5plite=5@;Al151ize=0;Havelse=0;Left ize=0;sdAud] oMux=2;50Rec](=0; devid=15UBR1968 ;pchost=camp2p. jisiwei. com;Psu=16 :ﬂ
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Robotic Arm Logs #lax & BIH & CFC
F£ ¢ N\ H (Start of the program)

* 3.5::0002d05h20m22.919s ::
* 3.5::0002d06h27m21.104s ::
* 3.5::0002d07h00m53.136s :
e 3.5::0002d09h37m58.671s ::
* 3.5::0002d09h38m06.591s ::
* 3.5::0002d10h44m56.832s :
* 3.5::0002d10h47m27.216s ::

2018-08-29 13:35:13.919 ::
2018-08-29 13:35:23.104 ::
: 2018-08-29 14:08:55.136 ::
2018-08-29 17:52:48.671 ::
2018-08-29 17:52:56.591 ::
: 2018-08-29 17:52:58.832 ::
2018-08-29 17:55:29.216 ::

 ERTFEBIHA

* echo 'movej([-1.5743878523456019, 0.0984121561050415, -1.054539982472555, -2.1616690794574183,
1. 530264973640442 09618288278579712] a=3.141592653589793, v=3. 141592653589793) | ncxxxx yyyy

* echo 'movej([-3.123030487691061, -2.620304886494772, -0.5577314535724085, -1.4209883848773401, -
3. 139153782521383 09618288278579712] a=3.141592653589793, v=3. 141592653589793) | ncxxxx yyyy

* echo 'movej([0.04313834384083748, -2.656261746083395, -0.5591471830951136, -1.4209168593036097, -
3. 139153782521383 0. 9618288278579712] a=350.141592653589793, v=4000. 141592653589793) | nc nc xxxx yyyy

IR IR AE R L2

Where is the trace?

:: COAOQ:7 ::
:: COAO:7 ::
:: COAOQ:7 :
:: COAO:7 ::
:: COAOQ:7 ::
:: COAOQ:7 :
:: COAO:7 ::

null ::
null ::
:null ::
null ::
null ::
:null ::

null ::

CHINA COMPUTER
FORENSICS CONFERENCE

:: :: Program forkprotected starting... (Last saved: 2018-08-27 19:40:43) :: null
:: forkprotected :: Program forkprotected started :: null

:: forkprotected :: Program forkprotected stopped :: null

. :: Program forkprotected starting... (Last saved: 2018-08-27 19:40:43) :: null
:: :: Program forkprotected starting... (Last saved: 2018-08-27 19:40:43) :: null
:: forkprotected :: Program forkprotected started :: null

:: forkprotected :: Program forkprotected paused :: null
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* Logs

e 35
e 35=
e 35
e 35
e 35
e 35

0002d06h16m57.904s ::
0002d06h17m00.984s ::
0002d06h17m02.016s ::
0002d06h17m04.600s ::
0002d06h17m06.120s ::
0002d06h17m07.440s ::

4

2018-08-29 13:26:49.904 ::
2018-08-29 13:26:52.984 ::
2018-08-29 13:26:53.016 ::
2018-08-29 13:26:56.600 ::
2018-08-29 13:26:57.120 ::
2018-08-29 13:26:59.440 ::

£ (The Log)

:: COAO:7 ::
:: COAO:7 ::
:: COAO:7 ::
:: COAO:7 ::
:: COAO:7 ::
:: COAO:7 ::

null ::
null ::
null ::
null ::
null ::

null ::

e T = T T "N SN

::movej ::
::movej
::movej ::
::movej ::
;. movej ::

::movej ::

CFC

CHINA COMPUTER
FORENSICS CONFERENCE

Program movej started :: null
Program movej stopped :: null
Program movej started :: null
Program movej stopped :: null
Program movej started :: null

Program movej stopped :: null
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1 5h [ 2% Y

Time
8 6.336289
9 6.336412
10 6.336452
11 6.341125
12 6.341936
13 6.345719
14 6.368758
15 6.373240
16 6.374129
175 6.376373
18 6.378197
19 6.381098
20 6.387474
21 6.390597
22 6.391026
23 6.393586
24 6.395134
25 6.396564
26 6.402433
27 6.406130
28 6.408142
29 6.411317
30 6.412165
31 6.415924
32 6.421172
33 6.424160
34 6.425053
35 6.427144
36 6.429111
37 6.431532
38 6.438983
39 6.441595
40 6.443138
41 6.446660

Source
192.168.0.1
192.168.0.20
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1

Destination
192.168.0.20
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.

2
1
1
20
il
2
1
2
il
2
1l
2
il
2
192.168.0.1
2
il
2
il
2
i
2
1
2
i
2
1
2
il
2

0
0
0
[}
0

192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20

[}

0

[}

0

7}

0

0

0

Protocol
TCP
el
CoTP
CcoTP
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM

Length
60
54
76
76
79
81
85
80
85
80
90
76
85
80
85
80
90
76
85
80
85
80
90
76
85
80
85
80
90
76
85
80
85
80

Info

102 -» 58193 [SYN, ACK] Seq=0 Ack=1 Win=4096 L..
58193 - 102 [ACK] Seq=1 Ack=1 Win=64240 Len=0
CR TPDU src—ref: 0x0001 dst-ref: 0x0000

CC TPDU src-ref: 0x@000d dst-ref: ©x0001

ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
: [Ack_Data
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:

ROSCTR

[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job

[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data

]
]
]
]
]
]

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

]

Function:
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
Function: [
: [Read Var]
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Function

Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

[Setup communicati..
Setup communicati..
Read Var]
Read Var]
Read Var]
Read Varl
Write Var]
Write Var]
Read Var]
Read Varl
Read Varl
Read Var]
Write Var]
Write Varl
Read Var]

Read Varl]
Read Varl
Write Var]
Write Var]
Read Var]
Read Varl
Read Varl
Read Var]
Write Var]
Write Var]
Read Var]
Read Varl
Read Var]
Read Var]

CFC

CHINA COMPUTER
FORENSICS CONFERENCE



* TIA 2 74

)1 PLCER 4 ) ]

ST

J Devices

O Q

+ ] Program
- Add newdevice
i Devices & networks
- :!] PLC_1 [CPU 1214C DC/DCIDC]
Y Device configuration
% Online & diagnostics
« [l Program blocks
B Add new block
4 Main [OB1]
¥ [ Technology objects
b [m} External source files
» [ PLC tags
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PLCTE B ) JuE 38 (PLC Program Module

Main [OBT]

General

- e

Time stamps

Information

Compilation

Protection

Attributes

Interface

Load-relevant

Created on:

Modified on:

Madified on:

Modified on:

Maodified on:

[8/1/2016 - 14:40:49 8898524
8112016 - 13:26:33.7334311

_. 6i2/2016 - 13:34:32.8393049

(81112016 - 13:26:33.7334311

;_81'1 1/2016 - 13:28:04.0419897

ERHREA B C R EES

2 (timestamps)

oK

Cancel

=l

FC

CHINA COMPUTER
FORENSICS CONFERENCE



Online access
+ Diagnostics
General
Diagnostic status
Diagnostics buffer
Cycle time
Memaory
» PROFINET interface [X1]
+ Functions
Assign IP address

Settime

Reset to factory settings

Assign name

Diagnostics buffer

|

Events

[ Display CPU Time Stamps in PGIPC local time

Event
Follow-on operating mode change - CPU changes from STARTUP to RUN mode
Communication initiated request: WARM RESTART - CPU changes from STOP to...

No. Date and time
1 9/4/2018 10:32:24.966 ...
9i4/2018 10:32:24.906 ..

ka

3  9i4/2018 10:32:24.906 .. New startup information - Current CPU operating mode: STOP v o
4 9/4/201810:32:17.206 ... New startup information -Current CPU operating mode: STOP V| o
5 9i4/2018 10:32:17.105 .. Communication initiated request: STOP -CPU changes from RUN to STOP mode g 6
6 9/4/2018 10:32:02286 .. Follow-on operating mode change -CPU changes from STARTUP to RUN mode i €9
7  9/4/2018 10:32:02.229 .. Communication initiated request: WARM RESTART - CPU changes from STOP to... [ €
8 9i4/201810:32:02.229 .. New startup information -Current CPU operating mode: STOP ﬂo
< 1] b

Freeze display

Details on event

Details on event: |1 | of |50 Event ID:

Description: cPU lnf'o Follow-on operating mode change

Power-cn mode set: WARM RESTART to RUN (if CPU was in RUN before power off)

Pending startup inhibit(s)
- Mo startup inhibit set
CPU changes from STARTUP to RUN mode

Time stamp: | 9/4/2018 10:32:24.966 AM
Module: |PLC_1
Rackfslot: |RackO/Slot1

Plant designation: |—

Location identifier |—
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[B] B[ E 25 Back to basic (cFc

YIECI A T3 R 5 51T RG] G H R KIAH
ICS/1oT and IT systems may be very different

o Locard Az Ji I 1598 38 FH

Locard’s Exchange Principle still applies

« JUFREEIRIRIIATOR L1, FRANH R 2R,
97 AR AT DU E TR BHIESE .
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In crime scene with ICS/loT system, create the
digital evidence map, look for traces!!
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Can we do more?
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(add a forensic block)
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Where to add the fOrenSIC block? A e

e PLC scan cycle

Warm Restart ° E:X -LIE *ﬁ :[:)‘[%

automatic manual
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Read in PII
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